Mobile: +201207992059

Re m O n N ag y SO b h y E-mail: remon.nagy.sobhy@gmail.com

Cybersecurity Specialist

SUMMARY

GitHub : GitHub Link
LinkedIn: LinkedIn Link
Address: Shoubra, Cairo , Egypt

Experienced Cybersecurity Specialist with over 4 years of expertise in penetration testing, security analysis,
network security, vulnerability assessments. Skilled in network architectures, Windows and Unix systems,
and utilizing tools such as Nmap, Metasploit, Burp Suite, and Wireshark. Demonstrated success in
safeguarding digital assets and networks through proactive security measures.

EXPERIENCE

09/2024 — Present Cybersecurity Instructor

06/2023 - Present

07/2014 - 06/2023

01/2021 - Present

01/2013 - 05/2014

Digital Hub and Orange Training Center
¢ Demonstrated advanced techniques for packet capture and analysis using Wireshark during live labs.
¢ Delivered hands-on workshops on wireless network penetration using tools like Airgeddon and Eaphammer.
¢ Provided in-depth training on web application security tools, including SQLmap and Nmap, for vulnerability scanning.
e Guided 50+ students in mastering Bug Bounty platforms, with a focus on HackerOne and Bugcrowd,
resulting in improved student engagement and outcomes.

Web Application Security Specialist

Microtech Software Solutions 2

e Conducted comprehensive web application vulnerability assessments to identify and mitigate critical security issues,
improving application security posture by 35%.

e Performed penetration testing on internal and client-facing web applications, uncovering vulnerabilities such as SQL
Injection, XSS, and CSRF.

o Generated detailed vulnerability assessment reports with actionable recommendations, ensuring compliance with
industry standards like OWASP.

e Utilized tools like Burp Suite, OWASP ZAP, and Nmap to assess application and network security.

e Developed and implemented security policies for web applications, reducing the risk of exploitation by external
attackers.

e Collaborated with developers to patch and remediate vulnerabilities, reducing the average resolution time for high-
risk issues by 25%.

System Administrator

Lamode For Import And Export
e Implemented and managed Nagios for proactive system monitoring, ensuring 99.9% network uptime.
e Configured and maintained Active Directory for user authentication and access control, streamlining IT operations.
e Optimized file sharing and collaboration using Windows File Server, improving productivity across departments.
e Monitored and analyzed network traffic with Wireshark, identifying and mitigating potential security threats.
¢ Automated routine maintenance tasks using PowerShell scripting, reducing manual workload by 25%.

Freelancer

Freelancer Websites
o Delivered penetration testing reports using tools like Burp Suite, Metasploit, and OWASP ZAP to uncover
critical vulnerabilities.

¢ Provided network configuration services, including Cisco router and switch setups, to small and medium-
sized businesses.

¢ Conducted data recovery and backup strategies leveraging Acronis Backup and RAID configurations for
clients with critical data needs.

Customer Service Agent

Etisalat =
e Addressed customer inquiries about products and services, achieving a 95% customer satisfaction rate.
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EDUCATION

Ain Shams University

06/2008 - 06/2012 Bachelor OF Commerce

CERTIFICATES

12/2021-03/2022 Certified Ethical Hacker (CEH) | EC-Council

Certificate Link

03/2023 - 05/2023 Certified Penetration Testing Professional (CPENT) | EC-Council

Certificate Link

SKILLS

e Develop reports Intermediate

e Establish network infrastructure Advanced

e Implement and manage SQL Intermediate

e Configure and establish Windows server Advanced

e Facilitate ERP system usage and management Advanced

e Operating Systems (Windows, Unix/Linux) Intermediate

e Cybersecurity Tools (Nmap, Metasploit, Burp Suite, Wireshark ,etc) Expert

e Security Protocols (SSL/TLS, IPsec) Expert

e Firewall and IDS/IPS Intermediate

e Ethical Hacking Advanced

e Perform network and web penetration testing & Network Security Advanced

e Penetration Testing & Vulnerability Assessment Advanced

e CTF Player Intermediate

COURSES

CCNA Udemy
MCSA Udemy
Powershell Code Red
Hnads On Java Script Code Red
The Complete Mobile Ethical hacking Course Udemy
Malware Development In Windows Udemy
Mastering SQL Injection - The Ultimate Hands-On Course Udemy
Wireshark: Packet Analysis and Ethical Hacking Udemy

LANGUAGES

e English: B2 (Independent User)
e Arabic: C2 (Proficient User / Native)

| Hope That My Qualifications Meet Your Needs
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